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Tech start-up sets sights on surveillance

Vi Dimensions uses machine learning software to manage existing surveillance systems. BY CHIN YONG CHANG

INGAPORE is heavily popu

lated with security cameras

reports say the police have

installed 65,000 cameras

since 2012, and they will

add another 11,000 over the next four

years. But if this gives the impression

that you are constantly being mon-
Itored, think again,

The CEO of the technology
start-up Vi Dimensions, Raymond
Lool says: “Surveillance technology
today is actually much more primit
ive than what most people think
There are a lot of security cameras
everywhere, but all the video data
just gets stored somewhere and goes
unused.

“What we are trying to do is har
ness this untapped potential for sur
veillance systems by introducing a de
gree of automation into existing secur-
Ity camera networks. This way, all
footage collected can be utilised, mak-
ing survelllance more effective.”

He adds that while the security in-
dustry is familiar with rule-based ana-
lytics, there is a gap. "(Rule-based ana
Iytics) requires you to know what you
are looking for and then to specify a
rule. This is not efficient because
most of the time you would not know
what you're specifically looking for.”

Given the unpredictable nature of
crime and terrorism today, this gap is
an important one to close, Vi Dimen-
sions hopes to circumvent this limita-
tion by using machine learning to
automate anomaly detection.

Their groundbreaking software de-

in January this year, receiving S$1.5
million in funding from the Tembusu
ICT Fund L The Tembusu ICT Fund I is
the only software-focused venture
capital fund in Singapore. It is also
one of six funds selected by the Na-
tional Research Foundation as part of
the Early Stage Venture Fund 11
scheme.

The initial $§1.5 million funding
from the Tembusu ICT Fund | has en-
abled the company to scale up its tech-
nology and operations.

While it did not disclose the iden
tity of clients, Vi Dimensions says sev-
eral companies have expressed In

terest in their work since the start of
the year. It is conducting trials with
companies and organisations in the
government sector, transportation,
entertainment, hospitality, retail, and
tourism industries,

It has completed Iits trial phase
with some success and has begun
work on the implementation phase

Vi Dimensions sets itself apart be-
cause of its research into machine
learning, which is an area of techno
logy that s relatively unexplored
While Mr Looi did not go into the spe
cifics, he says the programs de
veloped and patented by Vi Dimen
sions are entirely unique and differ
ent from all systems developed else
where.

Chlef technology officer Chris
topher Tay says this Is because the
type of machine learning algorithms
Vi Dimensions uses Is different from
other types of machine learning tech-
nologies presently out there.

Beyond this, he also says most ef
forts to automate video surveillance
systems use “rule-based” systems,
where programmers have to teach ma
chines what to look out for by pro
gramming rules.

Mr Tay explains that for

Vi Di

if a camera was programmed to de
tect trespassing, then the rule would
be to flag every instance when some
thing crosses a certain boundary.

While this method of automated
detection is sufficient for basic func-
tions, such as detecting trespassers, it
requires programmers to know spe
cifically what they are looking for in
advance, and for them to programme
specific pre-defined conditions.

Machine learning, on the other
hand, would allow cameras to detect
if anything out of the ordinary is hap
pening.

“Out of the ordinary” is nota figure
of speech, but should be taken liter
ally here - machine learning enables
the camera to detect “normal” beha
viour within its field of vision, and
flag any instance when it sees beha-
viour which deviates from this norm.

This is not the machine making
any subjective decision In its distin-
guishing what is “"good behaviour”

- whose CEO is Mr Looi (left) and CTO, Mr Tay - has developed a software that enables all video

data to be screened easily, compared to the 99% that currently goes unprocessed. PHOTO. ARTHUR LEE

and what is not. All it does is detect
which behaviours are frequently oc
curring, and which are not, says Mr
Tay

This immediately presents a prob
lem of dealing with false positives. In
essence, if the programme flags any
deviation from the norm - and given
that human behaviour Is irrational
and erratic - will this program not flag
up many Instances of deviance that
are not really deviant?

And if a person with suspicious in
tent loiters at a crowded MRT station,
how is a camera going to pick it up
and flag it - given that loitering and
waiting idly are perfectly normal be
haviours in an MRT station?

When presented with these scen-
arios, Mr Tay says that these are valid
concerns that would require a human
presence to correct for these poten

tial technological shortcomings.

Mr Tay says: “We are not saying
that we want to entirely remove the
human element from existing survell
lance systems. In the end, there needs
to be someone there to decide if there
is Indeed a security risk detected.

“So in a sense the false positives
are not really ‘false’ because our pro
grams are designed to flag all in
stances of deviant behaviour, and let
ting the human decide If itis worth re-
acting to in the end.”

Mr Looi adds: “There might still be
false positives even without machine
learning technology - where a secur
ity guard mistakenly sees someone
committing a crime on camera when
he didn't, for instance. If, due to auto
mation, we can have 100 per cent of
video footage analysed Instead of just
one per cent as It is now, then | would

say security would be greatly im
proved.”

Another hurdle Vi Dimensions had
to cross was the inherent difficulty of
analysing video analytics, which Mr
Tay says is more difficult compared
to other forms of data analysis, such
as numeric data for instance.

While computer programs are able
to distinguish an {tem in the fore-
ground from the background, it is
more difficult for it to recognise spe-
cific actions or movements - such as
if a fight was breaking out

Although he did not delve too
deep into the technicalities, Mr Tay
says Vi Dimensions is able to circum
vent current limitations on video ana-
Iytics for the software to better recog
nise visual anomalies as they oc-
curred.

"We are not using standard ma

chine learning methods that already
exist out there, and the algorithms we
have developed is specifically for
video analytics.”

He gave some examples where the
software can recognise fights and in-
trusions, but highlighted that the soft
ware is also designed to spot unfore
seen threats which the user may or
may not have previously defined or
programmed

Lastly, hardware compatibility is
another prime concern, say$ Mr Tay.
Machine learning systems would re-
quire a lot of processing power, and
the extent of Its video analyrical
prowess would be limited by the qual
ity of the video it has - CCTV (closed
circuit television) camera resolution
is relatively low.

Vi Dimensions' software is meant
to be used with existing security
frameworks and devices, and is not
meant to replace current security sys-
tems. If existing systems are too ob
solete, It would hinder the software's
effectiveness.

Mr Looi says' “There are some old
cameras that are of too low quality or
have frame rates which are below our
minimum requirements. But in gen
eral, because we aim to market our
software to large enterprises, we do
not think hardware issues will be a
problem for our potential customers.

“In the end, it is about creating a
product that is powerful and smart
enough to learn how to detect anomal-
ous behaviour, but lightweight
enough so as not to be too taxing on
current hardware systems."

That the final product is light
welght enough is key as they are ulti
mately building software that needs
to be scaled up to thousands of cam-
eras, requiring large amounts of pro-
cessing power,

Mr Tay says one solution the com
pany could provide would be to cre-
ate different versions of the software
in the future - a lightweight version
that is less scalable but also less tax
ing on computer hardware, and a
more powerful version which also re
quires more processing power to run.
ycchin@sph.com.sg



